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Phishing: 
Don’t Take the Bait

Check it out.
 » Look up the website or phone 
number for the company or person 
who’s contacting you.

 » Call that company or person directly. 
Use a number you know to be correct, 
not the number in the email or text.

 » Tell them about the message you got.

Avoid the Hook

Look for scam tip-offs. 
 » You don’t have an account with  
the company.

 » The message is missing your name 
or uses bad grammar and spelling.

 » The person asks for personal 
information, including passwords.

 » But note: some phishing schemes 
are sophisticated and look very real, 
so check it out and protect yourself.

Protect yourself.
 » Keep your computer security up to 
date and back up your data often.

 » Consider multi-factor authentication — 
a second step to verify who you are, 
like a text with a code — for accounts 
that support it. 

 » Change any compromised passwords 
right away and don’t use them for any 
other accounts.

Report Phishing
 » Forward phishing emails 
to spam@uce.gov and 
reportphishing@apwg.org.

 » Report it to the FTC 
at ftc.gov/complaint.

Phishing is when you get emails, texts, 
or calls that seem to be from companies 
or people you know. But they’re actually 
from scammers. They want you to click 
on a link or give personal information 
(like a password) so that they can steal 
your money or identity, and maybe 
get access to your computer.

For more information, visit ftc.gov/phishing 
aba.com/phishing

The Bait

Scammers use familiar 
company names or pretend 
to be someone you know.

They pressure you to act now — 
or something bad will happen.

They ask you to click on a link or 
give passwords or bank account 
numbers. If you click on the link, they 
can install programs that lock you out 
of your computer and can steal your 
personal information.
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L E A R N  M O R E :  ftc.gov/TechSupportScams

H O W  T O  S P O T  A

TECH SUPPORT SCAM
It can start with a call from someone pretending 

to work for Microsoft, Google or Apple.

Most often, it starts with a pop-up…

Shows up 
within your 
internet 
browser

Might 
imitate a 
blue error 
screen

or trusted 
antivirus 
software

CALL NOW OR ELSE...

Wants you to call 
a toll-free number

Urges you to call 
immediately

Threatens that you may lose 
personal data if you don’t call

Then, you call a toll-free number. The scammer might:

ask you to give 
them remote 

access

pretend to run 
a diagnostic 

test

tell you they’ve found 
a virus or other 
security issue

try to sell you 
repair services or a  

security subscription

Then, you’re asked to pay a fee.

The scammer provides “services” that range from:

WORTHLESS

 

 

MALICIOUS

things you can get 
elsewhere for free

“fixing” a problem 
that doesn’t exist

subscriptions that 
don’t do anything

installing malware

things you 
already have

WHAT YOU CAN DO:

If you get a pop-up, call, spam email or any other urgent 
message about a virus on your computer, stop. 

 Don’t click on any links or call a phone number.

 Don’t send any money or make a wire transfer.

 Don’t pay with a gift card.

  Don’t give anyone your bank account, credit card 
or other payment information.

 Don’t give anyone control of your computer.

  Legitimate companies do not display pop-up warnings 
that ask you to call a toll-free number about viruses 
or security problems.

Report it at ftc.gov/complaint. Include the phone number 
that you were told to call.

Keep your security software up to date. Some companies 
like Microsoft offer free antivirus and firewall software that 
can help keep your computer safe.

If you need help, contact a computer technician that you trust. 
Don’t just rely on an online search. 

Tell someone about this scam. You might help them spot it 
and avoid a costly call.
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https://www.consumer.ftc.gov/articles/how-recognize-and-avoid-phishing-scams


16165 West Mountain View Blvd., Surprise, Arizona  85374
Phone: 623-975-9038  •  Fax: 623-537-5565  •  gcc-epc.com
grace@gcc-epc.com

JULY 2019
SUNDAY MONDAY TUESDAY WEDNESDAY THURSDAY FRIDAY SATURDAY

1 2 3 4 5 6

7 8 9 10 11 12 13

14 15 16 17 18 19 20

21 22 23 24 25 26 27

28 29 30 31

Worship  
Service  

10:00 AM
Communion

Worship  
Service  

10:00 AM

Worship  
Service  

10:00 AM

Worship  
Service  

10:00 AM

Men’s  
Breakfast at  

Tivoli Gardens 
8:00 AM
Women’s  

Bible Study 
9:30 AM

Women’s  
Bible Study 

9:30 AM

Men’s  
Bible Study 

8:00 AM
Women’s  

Bible Study 
9:30 AM

Women’s  
Bible Study 

9:30 AM

Women’s  
Bible Study 

9:30 AM

Prayer  
Gathering 
8:45 AM

Prayer  
Gathering 
8:45 AM

PASTOR’S  
POTPOURRI  

Video Featuring   
Andrew Brunson 

10:00 AM

Prayer  
Gathering 
8:45 AM

Prayer  
Gathering 
8:45 AM

PASTOR’S  
POTPOURRI  

Funeral Planning 
Discussion 
10:00 AM

Prayer  
Gathering 
8:45 AM

4TH OF JULY  
INDOOR PICNIC  

12:00 PM
(office closed  
for holiday)

Worship  
& Music  
Meeting  

11:00 AM

Pastor  
Search  

Committee 
1:30 PM

Pastor  
Search  

Committee 
1:30 PM
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